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TIEU CHUAN QUOC GIA TCVN xxxx-2:2024

HE THONG CHI HUY PIEU HANH, GIAM SAT,
XU LY VI PHAMATRATITU, AN TQAN GL@O THONG —
PHAN 2: TRUNG TAM GIAM SAT, XU LY CAC HANH VI VI
PHAM - YEU CAU KY THUAT
System of command, control, supervision and handling of violations of

traffic order and safety — Part 2: Monitoring center, handling violations
behavios- Technical requirements

1. Pham vi ap dung

Tiéu chuan nay quy dinh cac yéu cau ki thuat caa Trung tam giam sat, xir
ly cac hanh vi vi pham trong Hé thong chi huy diéu hanh, giam sét, xir 1y vi
pham trat tu, an toan giao thong duong bo.

2. Tai ligu vién dan

Céc tai liéu vién din sau day 1a rat can thiét khi 4p dung tiéu chuan nay.
Dbi v6i cac tai liéu vién dan ghi ndm cong b thi ap dung ban duoc néu. Dbi véi
cac tai liéu vién dan khong ghi nam cong bé thi ap dung phién ban mdi nhat, bao
gdm ca cac ban sira ddi(néu cb).

- TCVN 8071:2009 Céng trinh vién thong — Quy tac thuc hanh chong sét
va tiép dat.

- TCVN ISO/IEC 27001:2009; ISO/IEC 27001:2005; ISO/IEC
27002:2011 Céng nghé thong tin- Cac k¥ thuat an toan - Quy tic thuc hanh
quan ly an toan thong tin

- TCVN 9250:2012 Trung tam dit liéu — Yéu cau vé ha tang k¥ thuat vién
thong

- TCVN 10851:2015 Trung tim quan 1y diéu hanh giao théng dudng cao tde

3. Thuat ngir vadinh nghia

Trong Tiéu chuan nay, sit dung céac thuit ngit, dinh nghia sau:

3.1. Hé thong giam sat, xir 1y vi pham trat ty, an toan giao thong duong bo
(sau day viét gon 1a Hé thdng giam sat) 1a Hé thong phat hién va xir 1y cac hanh
vi vi pham trat ty, an toan giao thong duong bo.

3.2. Trung tdm gidm séat: 1a noi quan 1y, khai thac, van hanh Hé thong
gidm sat.

3.3. Trung tam giam sat cap 1 1a Trung tdm gidm sat do Cuc Canh sét giao
thong quan ly.
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3.4. Trung tdm giadm sét cap 2 1a Trung tdm gidm sat cta cac Tinh, Thanh
phé tryc thudc Trung wong, Trung tAm giam sat cac tuyén duong cao toc cia
don vi chuyén nganh.

3.5. Thiét bi xur 1y tai Trung tdm gidm sat bao gdm mdy chu, may tinh
tram, MAy in, man hinh hién thi, thiét bi tudng lira, cac thiét bi luu dién cho may
chu va mdy tram, cac thiét bi truyén dan trung tdm co6 chirc nang thuc thi toan bo
quy trinh giam sat, luu trir va thuc hién viéc quan ly, luu trit, hién thi, in bién
ban xur phat.

3.6. Phan mém Hé thdng giam sat bao gdbm cac phan mém quan 1y thiét bi
va phan mém luu trit, quan 1y, khai thac dir liéu Hé théng giam sat, két nbi véi
cac co so dir liéu khac dé phan tich, phat hién va xir 1y vi pham.
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4. Ky hiéu va thuit ngir viét tat

Al Artificaial Intelligence - Tri tué nhan tao

DAS Direct Attach Storage

DBF Tuong ltra Co sé di ligu

DDos Thiét bi phong, chong tan cong DDos

Firewall Tuong lta

HTTP/MJPEG | Tiéu chuan truyén video theo khung hinh d6ng qua giao thirc
http

HBA Host bus adapter - Card mang két n6i SAN

LB Thiét bi can bang tai

LCD Liquid-Crystal Display - man hinh ghép str dung cong nghé
LCD

LED Light Emitting Diode (didt phat quang)-man hinh ghép sir dung
cong nghé LED

Monitoring Giam sat

NAS Network Attach Storage

PTZ Pan Tilt Zoom-Chtic nang quay quét, thu phéng 6ng kinh

SAN Storage Area Network

SAN Storage

Thiét bi luu trix

SATA

Serial Advanced Technology Attachment-chuan giao tiép

SAS Serial Attached SCSI-chuan giao tiép

Core Switch Thiét bi chuyén mach mach 16i Trung tam

Server May chua

Switch Thiét bi chuyén mach

TTCH Trung tdm chi huy

TTTTCH Trung tam thong tin chi huy

UPS Uninterruptible Power Supply-Hé théng ngudn cung cép lién
tuc hay b luu trir dién dy phong

Video wall Man hinh ghép

VLAN Virtual local Area Network - Mang noi b6 ao

VMS Video Management System - Phan mém hé thng quan 1y video

WAF Tuong ltra tng dung
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5. Céc yéu cau ciia Trung tim giam sat

5.1. Yéu cau chung

a. Vi tri xay dung Trung tam giam sat phai dam bao khong bi ngap lut, co
kha niang mé rong; ha ting vién thong sin c6; cach xa cac ngudn nhidu dién tir,

b. Dién tich trung tAm giam sat phai dap img duoc cac yéu cau chira thiét
bi trong thoi diém thiét ké hién tai va kha ning mo rong trong tuwong lai.

c. Hé thng diéu hoa dugc thiét ké dé bao dam moi trudng hoat dong dao
dong xung quanh dai tir 20°C dén 25°C; d6 am tir 40% dén 55%; diém ngung tu
16n nhat 21°C; toc do bién thién 16n nhat 5°C/h; hoat dong 6n dinh lién tuc
24h/ngay, tat ca cac ngdy trong nam.

d. Trung tdm giam sat phai c6 may phat dién dy phong duoc két ndi
thuong truc vao hé théng cap dién va dugc tu dong khai dong ngay sau khi mat
dién. Thoi gian khoi dong, dong ngit mach va phat dién yéu cau khong tré qua
02 phut sau khi mat dién. Cong suat may phai duoc tinh toan phu hop véi phu
tai ctia hé théng thiét bi chinh va cac thiét bj can thiét phuc vu hoat dong cua
trung tAm giam sat. May phat dién phai duoc dam bao ludn o trang thai tét va
can c6 du phong khdi lugng nhién liéu tdi thiéu di cho 08 gid van hanh lién tuc.

d. Trung tm giam sat duoc thiét ké phai c6 hé théng phong chay, chira
chay phu hop véi céac tiéu chuan, quy chuan k¥ thuat va cac quy dinh hién hanh
vé phong chdy, chita chay.

e. Trung tam giam sat duoc thiét ké phai c6 bién phap bao vé an toan nbi
tiép dat, phong chong sét ddi voi cac thiét bi dién va vién thong phu hop véi quy
dinh hién hanh; c6 Hé théng sao luu du phong, phuc hoi dit liéu.

g. Thiét bi luu dién UPS duoc st dung dé cép nguén lién tuc cho hé théng
thiét bi chinh dam bao hoat dong khong bi gian doan khi ngudn dién ludi bi
ngit. Cong sudt va dung lugng dc quy can duoc tinh toan dam bao cé thé cép
dién cho cac thiét bi chinh trong thoi gian t6i thiéu 30 phut.

h. C6 kha ning tich hop duoc cac hé thong giam sat da trién khai va mo
rong dau tu sau nay; kha ning két ndi cac thiét bi giam sat moi tién tién, hién
dai; kha nang két ndi va chia sé dir liéu vé6i cac co so dit liéu khac.

i. Viéc bd tri, lép dat hé théng thiét bi tai Trung tdm giam sat tuan thu
Tiéu chuan qubc gia TCVN 9250:2012 Trung tdm dir liéu-Yéu cau vé ha tang ky
thuat vién thong. Qua trinh thiét ké, xay dung va dua vao quan 1y, van hanh céac
Trung tdm gidm sét can luu ¥ tudn thi cac ky thudt an toan, quy tic thuc hanh
quan ly an toan thong tin theo TCVN ISO/IEC 2700:2011.
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5.2. Yéu cau cu thé

5.2.1. Trung tém gidm sdt cdp 1

a. Trung tAm giam sat cAp 1 c6 thé lwa chon tiép nhén, quan sat bat ky
hinh anh nao vé tinh hinh trat ty, an toan giao thong dudng bo trén pham vi toan
qudc; tiép nhan va luu trit cac thong tin vi pham tir cac Trung tAm giam sat cp 2
chuyén dén.

b. Trung tdm giam sat cap 1 duoc két ndi voi cac co so dit lidu khac sin co
dé khai thac, b6 sung cac thong tin can thiét cho cac thong tin vi pham Trung tam
giam sat cdp 2 chuyén dén va chia sé dir liéu cho Trung tim giam sat cap 2 dé
phat hién, xt Iy vi pham.

c. Trung tdm giam sat cap 1 lam ddu mdi két ndi, chia sé dir liéu thong tin
vi pham giita cdc Trung tdm giam sat cap 2 dé phdi hop xir Iy vi pham d6i véi
cac trudng hop phuong tién vi pham chua duoc xir 1y tai tuyén dudng phat hién
vi pham va dang di chuyén sang tuyén duong khac va truy vét xe lién quan dén
an ninh trat ty.

5.2.2. Trung tdm gidm sdt cdp 2

a. Trung tAm gidm sat cap 2 tiép nhan, luu trit tit ca hinh anh, video vé
tinh hinh trat ty, an toan giao thong duong bd va cac thong tin vi pham tur céac
thiét bi giam sat lap dat trén tuyén dudng thudc pham vi don vi quan 1y.

b. Trung tAm gidm sat cip 2 phai truyén dit liéu hinh anh vé tinh hinh trat
tu, an toan giao thong duong bg; cac thong tin vi pham va dir liéu cac camera
nhan dang bién s6 vé Trung tam giam sat cap 1 dé quan 1y.

c. Trung tAm giam sat cap 2 tiép nhan thong tin chia sé tir Trung tam giam
sat cAp 1 dé hiéu chinh, bd sung cac thong tin can thiét ddi voi dit liéu thong tin
vi pham ctia Trung tim giam sat cap 2, giri cho lyc lugng chirc nang dé xu ly
truc tiép hodc ddng bo dit liéu véi phan mém xir Iy vi pham dé 1ap thong bao vi
pham giri dén cac chii phuong tién vi pham.

d. Trung tAm giam sat cip 2 truyén dir liéu hinh anh, video, thong tin vi
pham dén cac thiét bi hd tro Hé théng giam sat cho luc lugng chirc nang trén
tuyén theo thoi gian thuc.

e. Trung tdm giam sat cap 2 duogc két ndi, trao d6i dir lidu véi cac co sé dir
liéu khac cua dia phuong dam bao theo dung cac quy dinh cta phép luat vé an
ninh, an toan théng tin.
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6. Yéu ciu bdo mdt an ninh an toan théng tin

6.1. Bdo mdt mirc mdy chu

a. Sir dung phan mém phong, chéng ma doc trén may chi va ¢ co ché ty
dong cap nhat phién ban moi hoac d4u hiéu nhan dang ma ddc mai cho phﬁn
mém nay.

b. C6 co ché xac thuc bﬁng mét khau bao dam do phtrc tap can thiét, yéu
cau thay d6i mat khau dinh ky theo quy dinh cta t6 chirc va co co ché phong
chéng do quét mat khau; cac thong tin xac thuc phai dugc luu trit trén hé théng
dudi dang ma hoa.

. Co phuong an vo hi¢u hoa céc tai khoan mac dinh hodc khong hoat dong
trén hé théng; vO hiéu hoéa cac dich vu, phﬁn mém khong str dung trén may chu.

d. C6 ghi nhat ky hé thong dbi v6i hoat dong truy cap, quan tri may chu.

e. C6 thiét 1ap co ché cap nhat ban va diém yéu an toan thong tin cho hé
diéu hanh va cac dich vu hé thong trén may chi.

6.2. Bdao mdt murc wng dung

a. C6 thiét 1ap yéu cau bao dam mat khau trén tmg dung du do phuirc tap
can thiét dé han ché tin cong do quét mat khau; cac thong tin xac thuc phai duoc
luu trit dudi dang ma hoa.

b. C6 thiét 1ap yéu cau ghi nhat ky truy cap, 15i phat sinh.

c. Khong st dung két ndi mang khéng ma héa trong viéc quan trj Gmg
dung tir xa.

6.3. Bdo mdt mirc thiét bi: Toan bo thiét bi hé théng gidm sat tai Trung
tam giam sat déu phai duoc kiém tra an ninh an toan thong tin trude khi dua vao
str dung; thuong xuyén cap nhat phan mém diéu khién thiét bi (firmwave) va cac
ban v4 13i cho céc thiét bi.

6.4. Co ché sao luu dit liéu: co phuong an str dung hé thdng hodc phuong
tién luu trir doc 1ap dé sao luu dy phong cac dit liéu quan trong trén may chii; co
ké hoach sao lwu dinh ky dam bdo tinh toan ven cua cac ban sao luu va kha nang
phuc hoi dir liéu khi Hé théng giam sat gap su cb.

7. Yéu cau Ky thuat thiét bj tai Trung tam giam sat cap 1, cap 2

7.1. Mdy chii cai ddt phdn mém Hé thong gidm sdt

- Tinh ning hoat dong: cai dat phan mém xu 1y tai trung tm giam sat.

- Yéu cau ky thuat: phai tuan thi cac yéu cau k¥ thuat chung quy dinh
trong Bang 1.
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Bang 1. May chii cai dit phan mém

TT | Chi tiéu k§ thuat Yeéu cau
1 | Bovixuly Tu}:'cho‘n theo r}hu cau th}IC te‘ (b.'O, i X Zy? trang bi
phdi phu hop voi phan mém va giai phap su dung)
Dung lugng phu hop véi phan mém va giai phap sir
2 | BOnhé dung, t0i thicu > 64 GB
H3 tro t0i thiéu >4 khe cdm RAM
3 1O ctm Dung luong phu hop voi phfm mém va giai phép sir
& dung, téi thidu> 600Gb chuén SAS
+ B0 diéu khién RAID di kém: c6
4 | RAID Support |, 4 hang hé tro RAID 0/1/5/6/10
5 | Céne man >02 cong Ethernet 1Gb /10GbE
& mang Cong quan tri Out of band: c6
6 | Hé diéu hanh Hé diéu hanh c6 ban quyén hoic tuong duong
Nhist o Nhiét d6 hoat dong tdi thiéu < 10°C
7 [Nt do MOl \pier 46 hoat dong ti da > +35°C
truong hoat dong ; .
bo am: 10% dén > 55%
+ S6 lugng bd ngudn > 02
8 | Neudn dicn + Hoat d(f)ng duoc Y(’)*i dién é’p 165- 220VAC, 50/60Hz
£ : + Bo nguén co hd trg ché do chay dy phong va cd
thé thao 1ap trong qua trinh van hanh
(GPU options) Tuy chon theo nhu cau thuc té.
Card dc:A) hoa (su
9 | dung doi véi may

chii cai dat phan
mem Al)

10
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7.2. B0 luu trir div liéu thong tin vi pham va video
- Hé théng luu trir: La thanh phan luu tri dit liéu video. C6 3 dang cdng
nghé luu trit co ban duoc str dung trong hé thong Video Surveillance (camera gidm
sat) 14 DAS, NAS va SAN. O mot s6 luong camera 16n, cac hé théng camera
thuong khong ndi thing vao hé thong luu trir ma thong qua hé thong VMS trude.
Dir liéu video sau d6 méi tir VMS di vao hé thong luu trir. VMS thong thuong 1a
cac may cha va hd tro két ndi toi hé thdng luu trir bang ca NAS va SAN

+ DAS (direct attached storage) 1a cac 6 cirmg SCSI gan bén trong cac
may chu. Cac tng dung c6 thé truy cap vao 6 cung gan trong & muirc do block-
level hay file-livel.

+ NAS (Network Atteched Storage) 1a cong nghé luu trir ma theo d6 céc
thiét bi luu trir dugc gan truc tiép vao mang IP va sir dung cac giao thirc chia sé file
dé cho phép céc thiét bi trén mang IP truy cap vao. Thiét bi luu trit ndy dugc truy
cap & cap do file thong qua NFS hodc CIFS. C6 thé Share dir lidu giita cac Server.

+ SAN (Storage Area Network) la mdt mang ri€ng duogc thiét ké cho viéc
mo rong cac thiét bi luu trit mot cach dé dang va cac may chu khi két ndi véi
SAN s& hiéu nhu 1a mot khdi HDD dang chay trén cuc bd. SAN hién c6 2 loai
chinh dung 2 kiéu Protocol khéac nhau la Fiber Channel va iSCSI.

- Tinh nang hoat dong: Lluu trit dir li€u thong tin vi pham va dit liéu video
tir thiét bi giam sat truyén vé trung tam giam sat

- Yéu cau k¥ thuat: Phai tuan thu cac yéu ciu k¥ thuat chung quy dinh
trong Bang 2.1; Bang 2.2; Bang 2.3

Bang 2.1. Yéu cau k¥ thuét doi véi thiét bi luu trir NAS

TT | Chi tiéu k§y thuat Yéu céu
1 |Bovixuly Tuy chon theo nhu cau thyc té
2 |B0 nhé Ram >4 Gb
3 |Dung lugng 6 cing | Pép tng thoi gian luu trir > 30 ngay
4 |HOtro RAID co
0/1/5/6/10
5 |Cong ngoai USB, eSata, kha nang mo rong
6 |Khe mo rong PCle €0
Nhidt d6 mé: Nhiét d¢ hoat dong ta;@ thiéu < 10°C
8 trubﬁg floa t dong Nh1§t do hoat dQng to1 da > +35°C
T Do am tuong doi: 10% den>55%
9 |Ngudn dién + Hoat d(f)ng7 duqc voi dién ap 220VAC, 50 Hz hoac co
' thiet bi chuyén do6i ngudn kém theo

11
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Bang 2.2. Yéu cau k¥ thuat dbi véi thiét bi hru trir SAN

TT Chi tiéu ky thuat

Yéu cau

1 |Bovixuly

Tuy chon theo nhu cau thyc té

2 | BO nhd Ram

>8Gb

3 | Dung lugng 6 cimg

Theo nhu cau st dung
Dép ung thoi gian luu trit > 30 ngay

4 | Ho trg RAID 0/1/5/6/10

co

5 | Cong ngoai

Co t01 thi€u cac cong sau: RJ45, cong md rong, cong
diéu khién

6 | Khe cim PCle

Co

7 Nhiét d0 méi truong
hoat dong

Nhiét 6 hoat dong t6i thiéu < 10°C
Nhiét 6 hoat dong t6i da > +35°C
D6 am tuong dbi (20% - >55%)

8 | Ngudn dién

Pién ap ngudn dau vao 100 VAC — 240 VAC, 50/60
Hz hoic c6 thiét bi chuyén ddi ngudn kém theo

HO trg ché do chay du phong

Bang 2.3. B luu trir dir li€éu thong tin vi pham va video (b tich hop)

TT Chi tiéu k§ thuat

Yéu cau

1 | Bo diéu khién

T6i thiéu 01 bo diéu khien ‘
Khuyén nghi trang bi giai phap co 02 bo dicu
khién

Dung luong luu trir dir 1idu
thong tin vi pham va video

+ Dir liéu vi pham phai luu trir 1au dai, cac div
liéu khac luu toi thi€u trong 60ngay
+ Co6 khd ndng md rong nang cap

3 | HO tro cac chuan o6 dia

SATA 7.2K, SAS 10K, SAS 15K, NL-SAS
7.2k

4 | Ho trg RAID

HO6 trg RAID 0/1/5/6/10

5 | HO trg cac chuan

Giao thire ho trg: iSSCI, NFS, CIFS, SMB

dong

Nhiét d6 moéi trudong hoat

Nhiét dotdi thiéu <10°C
Nhiét d0 hoat dﬁmg toi da >+35°C)
Do 4m: 10% dén > 55%

7 | Ngudn dién

+ Hoat dong duoc véi dién ap 220VAC, 50/60
Hz

+ HJ tro ché do chay du phong va cé thé thao
lap trong qua trinh van hanh

12
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7.3. Mdy tram diing dé xiv ly vi pham
- Tinh nang hoat dong: Hién thi va khai thac dit liéu vi pham
- Yéu cau k¥ thuat: phai tudn thu cac yéu cau ky thuat chung quy dinh
trong Bang 3.
Bang 3. May tram dung dé xir 1y vi pham

TT | Chi tieu ky thuat Yeu cau
1 |Bovixuly Tuy chon theo nhu cau thuc té
2 | B6 nhé Ram > 8GB
g |Dung lwong 01 50 Gp
cting
4 | Giao tiép mang Ho tro cong mang téc do 10/100/1000Mbps
5 | Card do hoa Theo nhu cau thyc té
6 | Heé diéu hanh C6 ban quyén
7 | Cac cong giao tiép | HDMI/DP/VGA/USB
g Cac giao tiép | Ban phim, chudt di kém Man hinh hién thi >24inch
ngoai vi (1920x1080)
Nhist  do  mo; | \hiét dohoat dong té; thiéu <10°C
10 truc‘ir.lg hoat. dong Nhi?t do hoat d?)ng, toi da 2+35?C)
T Do am tuong doi toi da: 10% dén > 55%
11 | Ngudn dien Ho Erq nquén 229\{AC 50Hz hoac c¢6 b chuyén doi
nguon phu hop di kém

7.4. Man hinh hién thi ciia trung tam gidm sdt

Hién nay, Trung tAm giam sat cip 1, cap 2 cha yéu sir dung 02 loai man
hinh hién thi sau: man hinh tivi va man hinh ghép.

Vé cong nghé hién nay trén tri trudng c6 nhiéu cong nghé hién thi khéac
nhau nhu LCD (sit dung dén nén huynh quang lanh CCFL truyén théng),
Plasma, LCD-LED (hay con goi cong nghé man hinh LED), chiéu hat sau DLP
(st dung may chiéu hit sau). Trong s6 d6 3 cong nghé dau tién 1a phd bién nhat
va dugc sir dung hau hét céc loai man hinh dung cho cac trung tam hién thi man
hinh kich thudc 16n, cong nghé plasma cé wu diém 1a gia ré hon so v6i man hinh
LCD, LED. Tuy nhién, cong nghé man hinh plasma c6 nhuoc diém 1a 6 phan
giai thap hon & cung kich thuéc man hinh so vdi cac man hinh LCD, LED, cong
ngh¢ man hinh LCD, LED c¢6 do phan giai cao, dién nang ti€u thu thép, it bi hién
tuong luu anh.

Do d6 v6i nhitng dic diém cong nghé néi trén cling nhu phan tich hiéu
qua st dung trong thot gian dai, man hinh str dung cong nghé LCD, LED la lya
chon phu hop nhét xét trén cac yéu t& nhu chét luong hién thi, mau sic, dién
nang tiéu thy, do bén.

- Tinh nang hoat dong: Hién thi truc tuyén tinh hinh trat ty an toan giao
thong dudng bo trén tuyén do cac camera quan sat truyén vé trung tim giam sat
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- Yéu cau ky thuat: phai tuan thi cac yéu cau kj thuat chung quy dinh

Bang 4. Man hinh hién thi ciia Trung tim giam sat

TT Chi tiéu ky thuat Yéu ciu
| omntin | Tt b i i
2 | Cong ngh¢ LCD
3 | Do phan giai > 1920 x 1080
4 | Til¢ twong phan >1.100:1
5 | bosang > 500 cd/m?
6 | Goc nhin (HxD) > 178°/178°
7 | Cong két ndi HDMI/DVI/USB
8 | Audio Sterreo mini-jack i
. _ PV R
) | s gt o ST
' Ph?m vi do am hoat dong (10% den>55%)
10 | Ngudn cép Ho tr? ngxu.ﬁn Z%OVAFZ SO/GQH? hoac c6 bd
chuyén do6i nguon phu hop di kém
Bang 4.1 Man hinh ghép hién thi ctia Trung tim giam sat
TT Chi tiéu ky thuat Yéu ciu
L |Kiehthasomantinh | it b giim sy
2 | Cong nghé LCD IPS hoac LED
3 | Vién ghép mdi tim < 1.8 mm(khéng ap dung LED)
4 | Bo phan giai > 1920 x 1080/(Pixel Pitch <P2.0 ddi v4i LED)
5 | bosang > 500 cd/m® /(>600 cd/m? déi véi LED)
6 | G6c nhin (H/V) > 178%/178° /(>120%120° d6i v6i LED)
7 | Bo twong phan >1000:1 /(>5000:1 di v&i LED)
8 | Thoi gian phan hoi < 12 ms (khdng &p dung LED)
9 | Két ndi tin hiéu vao HDMI/DP/DVI
10 | Két ndi tin hiéu ra DP/RS232 (khong ap dung LED)
o Nhiét d6 hoat dong téi thiéu < 0°C
11 dN:r:;t d9 moi truong hoat Nhiét o hoat dong t6i da = +40°C
' Do am toi da (khong ngung tu) 10% dén >55%
13 | Ngudn cung cip HG tro ngudn 220VAC 50/60Hz hoic c6 bod

chuyén d6i ngudn phu hop di kém
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Bang 4.2 B diéu khién hién thi man hinh ghép

TT Chi tiéu k§y thuat Yéu ciu
1 | Bo xur ly chinh Tuy chon theo nhu cau thuc té
2 | Bo nhd Ram > 8Gb
3 | Dung luong 6 cing > 128 Gb
4 | Cong mang > 2 X 1GbE

Téirthiéu HDMI/DVI/DP/ SDI/HDBaseT
- SO luong dau vao: > 8 duong Full HD

- D6 phan giai t6i da: > 4K

5 | Ké&t ndi tin hiéu dau vao

Téirthiéu HDMI/DVI/DP/SDI/HDBaseT
- SO luong dau ra: > 8 duong Full HD

6 | Két ndi tin hiéu dau ra

- Do phan giai toi da: > 4K
7 | Phan mém diéu khién Cé

Nhiét d hoat dong toi thiéu < 0°C
Nhiét do hoat dong téi da > +40°C
Do am hoat dong tir 10% dén >55%

Nhiét 36 moi truong hoat
dong

9 | Hé diéu hanh Windows hoac Linux

Ho tro nguon 220VAC 50/60Hz hoac ¢ bo
chuyén d6i nguon phu hop di kém

10 | Ngudn cung cap

7.5. Thiét bi twong lira

Tinh ning hoat dong: Thiét bi tuong lua (firewall) 1a mot phan quan trong
trong hé thong bao mat mang, gitip ngin chin ciac mdi de doa tir mang ngoai vi
va bao vé dit liéu, chong xam nhap tir bén ngoai vao Hé théngdudi day 1a mot so
tinh nang chinh cia thiét bi tuong lira:

- Chin va kiém soat truy cap

+ Ngin chin truy cap tir cac nguoén khong an toan hodc khong oy quyén.

+ Quan 1y quyén truy cap vao mang va céac dich vu

- Kiém soat goi tin

+ Theo ddi va kiém soat cac goi tin dit liéu di qua mang

+ Loc gdi tin dya trén cac quy tic dugc xac dinh trude dé ngin chin cac
loai tAn cong.

- Proxy va Network Address Translation (NAT)

+ St dung proxy dé an dia chi IP thuc su cua may tinh trong mang ndi bo

+ NAT gitip chuyén dbi dia chi IP va port trong géi tin dé bao vé dija chi
IP thyc su ctia mang ndi bo.

- Kiém tra trang thai (Stateful Inspection):

+ Theo dbi trang thai két ndi cta goi tin dé xac dinh xem né c6 phai 1a
mot phan cia mot két ndi hop 18 hay khong

- Phan loai tng dung:
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+ X4c dinh va kiém soat cac ung dung cu thé c6 thé sir dung mang
- VPN (Virtual Private Network)
+ Ghi lai céc su kién quan trong dé phan tich va theo doi hoat dong mang
+ Cung cip canh béao khi phat hién cac hoat dong dang ngd hodt mdi de doa
- Béo v¢ Ddos (DdoS Protection):
+ Ngan chin tin cong tir chdi dich vu (DDoS) bang cach giam thiéu anh

hudng cua cac luu lugng tang dot ngot

- Quan ly bang thong

+ Kiém soét va quan 1y bang thong dé dam bao hiéu suat mang t6t nhat

- Thyc thi chinh sach (Policy Enforcement)

+ Ap dung va thyc thi cdc chinh sach an ninh mang dugc xac dinh trudce

- Hé thong kiém tra ndi dung:

+ Quét va kiém tra ndi dung cta goi tin dé phat hién va chin ma doc,

virus hodc ndi dung khong mong muon.

T4t ca nhimg tinh ning ndy cung nhau gitip tao ra mot tudng lira manh mé

va linh hoat, bao vé hé thong mang khoéi nhiéu mdi de doa truc tuyén.

- Yéu cau k¥ thuat: Phai tuan thil cac yéu cau ky thuat chung quy dinh

trong Bang 5.

Bang 5. Thiét bi twong lira (Firewall)

TT | Chi tiéu k¥ thuat Yéu cau

1 | Cong két ndi >4 cong Ethernet
Thong lugng tuong Ira > 1 Gbps
Thuong lugng IPS > 500Mbps

2 , Thong luong bao vé mdi de doa > 500Mbps

Nang luc thiét bi

Thong lugng IPSec VPN > 500 Mbps
Thong lugng SSL VPN > 500 Ghps
Nguoi dung SSL-VPN t6i da duoc dé xuat > 100

3 | H5 tro tinh ning HO tro ngin chin xdm nhdp bat hop phép tir mang ngoai

HO trg IPS, IDS, Anti-Virus, VPN, cap nhat Signature

hd trg tinh ning

4 dinh tuyén Static, RIP, OSPF
Nhigt do mb Nhiét d6 hoat dong tdi thiéu < 0°C
g5 | Netdomol Nhiét d6 hoat dong t6i da > +40°C
trrong hoat dong \ .
do am: 10% dén > 55%
6 Nguén dién su H§ tro r}guén dién 220V AC 50/60Hz hoac c6 bo chuyén
dung d6i ngudn phu hop di kém
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7.6. Thiét bi lwu dién cho Hé thong mdy chii
- Tinh ning hoat dong: Cung cip dién ning trong mot khoang thoi gian

tuong Umg voi cong suét thiét ké nham duy tri hoat dong cua Hé théng may chu

khong bi gian doan khi dién ludi gap su cd.

- Yéu cau k¥ thuat: Phai tuan thi cac yéu cau ky thuit chung quy dinh
trong Bang 6.

Bang 6. Thiét bi hru dién cho H¢ thong may chii

TT Chi ti¢u k§ thuat Yéu cau
1 | Cong ngh¢ Str dung UPS ONLINE
) Theo nhu cau thuc 1,:é' tong cong sudt > 10% -20%
2 | Cong suat tong cong suat thiét bi d€ dam bao co6 tinh du

phong

200VAC-240VAC (1pha) hodc 220-400VAC

3 | bién ap dau vao (3pha) hodc rong hon
Tan s0 <40 dén >60Hz

Ty 220VAC
4 | Piendpdiura Tan s6 50/60Hz
5 Thoi gian duy tri hoat dong Hé | = 30 pht

thong khi mat dién
6 | Tiéu chuan bdo v¢ > P20
N Nhiét do hoat dong t6i thiéu < 0°C

7 gg‘r:a d mdi truong hoat Nhigt d6 hoat dong téi da > +40°C

ong Do am: 10% dén > 55% (khong ngung tu)

NP Ho tro nguon dién 220V AC 50/60Hz hoic co bo

8 | Nguon dién sir dung

chuyén d6i ngudn phi hop di kém

7.7. Thiét bi lwu dién cho mdy tinh tram
- Tinh ning hoat dong: Cung cap dién ning trong mot khoang thoi gian

tuong Ung voi cong sudt thiét ké nhim duy tri hoat dong cua mAay tinh tram

khong bi gian doan khi dién ludi gap su co.

- Yéu cau k¥ thuat: Phai tuan thi cic yéu cau k¥ thuat chung quy dinh
trong Bang 7.
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Bang 7. Thiét bi luu dién cho may tinh tram

TT Chi tiéu k¥ thuit Yéu ciu
1 | Congnghé _Su: dul?g UPS OFFLINE vé61 cong nghé Line
interactive
> | Cone sudt Theo nhu cég thuc té téng cong suat > 10% -20%
& tong cong suat thiét bi dé dam bao co6 tinh du phong
S S 16‘0VAC-240’VAC
3 | Dién dp dau vao Tén s6 <40 dén >60Hz
A A 220VAC
4 | Di¢én ap daura Tin sé SO0Hz
. >3 6 cam chuan [EC
5 | Cap dién ngo ra
6 Thoi gian duy tri hoat dong | = 10 phat
H¢ thong khi mat dién
N Nhiét d6 hoat dong toi thiéu < 5°C
7 | Nhict do moi truong hoat | \yisr 45 hoat dong thi da > +40°C

dong

Do am: 10% dén > 55% (khong ngung tu)

7.8. Hé thong chuyén mach Trung tam
- Hé thong chuyén mach 161 (Core/Server switch)

- Hé thdng chuyén mach ving may chu (Core/Server switch)

- Hé thong chuyén mach ving bién (EDGE switch)

- Tinh ning hoat dong: bao gém cac thiét bj chuyén mach trung tim dam

nhiém chic nang chuyén mach, dinh tuyén luong dit liéu gitta cac vung chirc

nang trong Trung tam; d6i vé6i thiét bi LB giup phan phdi luu luong truy cap tir

nguoi dung hodc may khach dén may chi hodc nguon tai nguyén mang khac dé

dam bao hiéu sut toi wu va tranh tinh trang qua tai cho may chi ting bang thong

két noi.

- Yéu cau k¥ thuat: Phai tuan thu cic yéu cau k¥ thuat chung quy dinh

trongBang 8.
Bang 8. Thiét bi chuyén mach
TT Chi tiéu k¥ thuit Yéu ciu
P > 24 cong 10/100/1000 Base-T.

1| Cong kétnoi > 4 cdng SFP/SFP+

2 | Téc d6 chuyén mach > 50 Mpps

3 | Bang thong chuyén mach > 80 Gbps

4 | H3 tro céc giao thirc To61 thiéu: IPv4, IPv6, Spanning tree EtherChannel

LACP, Static route, Dynamic route RIPv1/2
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5 | Tinh nang an ninh Téi thiéu hd trg ACL cho ca IPv4, IPv6
6 | Cac tinh nang khéac Téi thiéu hd tro QoS 802.1p, VLAN
7 | Cac giao thirc quan Iy Téi thiéu SNMPv1/2/3, Telnet, SSH, NTP
Nhiét d§ hoat dong toi thieu < 0°C
8 | Moi truong hoat dong Nhiét d6 hoat dong t61 da > +40°C
Do am: 10% dén > 55% (khong ngung tu)
0 | Neudn dién sir dun H{ trg nguon dién 220V AC 50/60Hz hodc ¢6 bd
& : e chuyén doi ngudn phu hop di kem
Bang 8.1. Thiét bi chuyén mach 18i (Core Switch)
TT Chi tiéu k§ thuat Yéu cau
> 24 x port 10/100/1000BASE-T (RJ45); 4x10G
1 | Cone két ndi BASE-X SFP+; 1xSerial (console port RJ45);
& 1x10/100/1000BASE-T out-of-band management
port; 1XUSB 2.0
2 | Bang thong chuyén mach > 160 Gbps
3 | Téc d6 chuyén gbi > 130 Mpps
. R Layer 3
4 | Chuyén mach nang cao
: . % RIP-1, RIP-2, RIPng
5 | Giao thirc dinh tuyén
QpS, Syvitching, IP Fabrics OSPF
6 | Ho tro tinh ning Toi thiéu: IPv4, IPv6, Spanning tree EtherChannel
LACP, Static route, Dynamic route RIPv1/2
7 | Giao thire quan KX CLI, RMON 1, RMON 2, RMON 3, RMON 9,
quan’ly SNMP 1, SNMP 2¢, SNMP 3, SSH, Telnet
N Nhiét 6 hoat dong t6i thiéu < -5°C
8 gg‘r:“ d moi truong hoat Nhiét do hoat dong t6i da > +45°C
ong D6 am: 10% dén > 80% (khong ngung tu)
S e HO6 tro ngudn dién 220V AC 50/60Hz hodc c6 bd
9 | Nguon dién sir dung

chuyén d6i ngudn phit hop di kém

7.9. Thiét bi chéng sét dwong dién nguon trung tim

- Tinh ndng hoat dong: Dung dé bao vé cac thiét bi dién va hé théng dién
khéi thié€t hai do sét
- Yéu cau k¥ thuat: Phai tuan thi cac yéu cau ky thuat chung quy dinh

trong Bang 10.
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Bang 10. Yéu cau k¥ thuét doi véi thiét bj chong sét ngudn tai Trung tim

STT Chi tiéu k¥ thuét Yéu cau
1 | bién ap hoat dong danh dinh | 220 ~ 240VAC
2 | Dong tai danh dinh >32A
3 | Ché d6 bao vé duong day va | Co
bao vé phu tai
4 | Thoi gian dép ing <1ns
5 | Dong thoét sét trung binh >20kA
6 | Dong bao vé so cap > 100kA 8/20ps
Dong bao vé thir cap > 50kA 8/20us
Nhiét do hoat dong toi thiéu < 0°C
o | Nhiét do moi truong hoat | Nhiét do hoat dong t6i da > +40°C
dong Do am: 0% dén > 55% (khong ngung
ty)

8. Yéu cau ky thuit phin mém Hé thong giam sat Trung tAm cép 1, cap 2

8.1. Phdn mém He¢ thong gidm sdt ciia Trung tim gidm sdt cdp 2

8.1.1. Giao dién, ngdn ngir: Phin mém Hé théng giam sat sir dung ngodn
ngit tiéng Viét, cac chirc ning dé thao tac, sir dung cho ngudi dung.

8.1.2. Chtic nang

a. Co6 kha nang két ndi, quan 1y toan bd cac camera hodc dau ghi hinh theo
chuan IP/ONVIF Profile S, G, T, M.

b. Hién thi truc tuyén va luu trlr hinh anh tinh hinh trat ty an toan giao
thong tir cac camera quan sat trén tuyén chuyén ve.

c. Tiép nhan va luu trir théng tin vi pham tir cac thiét bi giam sat trén tuyén
chuyén vé.

d. Hién thi cac hanh vi vi pham voi ddy da thong tin vi pham bao gém:
Thoi gian vi pham, dia diém vi pham, loai phuong tién vi pham, hinh anh va trich
doan video ghi nhan hanh vi vi pham, bién sd phuong tién vi pham (bao gém
mau bién), hanh vi vi pham, don vi phat hién vi pham, dia diém xir Iy vi pham,
trang thai xtr 1y (43 lap bién ban, di ra quyét dinh xir phat, dd ndp phat, di in
thong bao vi pham); phan loai vi pham xir Iy tryc tiép trén tuyén va vi pham giri
théng béo.

d. Tiép nhan cac dir liéu thong tin vi pham tir thiét bi giam sat khac ngoai
Hé théng giam sat.

e. Tim kiém thong tin vi pham theo nhiéu tiéu chi (bién s6 xe vi pham, thoi
gian vi pham, loai xe vi pham, dia diém vi pham, hanh vi vi pham).

g. Gui thong tin vi pham lén Trung tdm gidm sat cap 1 vé6i thong tin t6i
thiéu sau: Thoi gian vi pham, dia diém vi pham, loai phuong tién vi pham, hinh
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anh va trich doan video ghi nhan hanh vi vi pham, bién s6 phuong tién vi pham
(bao gdm mau bién), hanh vi vi pham, don vi phét hién vi pham, dia diém xir 1y
vi pham, trang thai xur 1y (da 1ap bién ban, da ra quyét dinh xtr phat, da ndp phat,
da in thong bao vi pham), sb dién thoai don vi xtr Iy vi pham; dir li¢u cta cac
camera nhan dang bién sb.

h. Phat hién, canh bao phuong tién trong danh sach can dimg xe (khdng
chap hanh thong bao vi pham, khong chdp hanh quyét dinh xtr phat, xe lién quan
dén an ninh trat tu, xe trong danh sach can dimg xe tir tuyén khac) dé phuc vu
cong tac dau tranh, phong chdng toi pham va dugc ddong bo voi phan mém cua
Trung tAm giam sat cap 1.

i. Theo di lich sir vi pham ciia phuong tién va duoc dong bd véi phan
mém cta Trung tAm gidm sat cap 1.

K. Phat hién, canh bao phuong tién hét nién han st dung hodc khong co
trong hé théng ding ky xe va dugc déng bd voi phan mém cia Trung tam giam
sat cap 1.

l. Thiét lap tur xa cdu hinh va cac thong s6 hoat dong cua thiét bi; diéu
khién tir xa va thém mdi cac thiét bi gidm sat.

M. Quan 1y danh muc c4c hanh vi vi pham, vi tri lép dat camera, don vi st
dung Hé thong gidm sat, can b, phan quyén nguoi dung va duge dong bo véi
phan mém cua Trung tAm gidm sat cap 1.

n. Quan 1y lich st truy cp va thao tac cia ngudi st dung trén Hé thong.

0. B4o cao thong ké vi pham theo yéu cau ngudi st dung.

p. D& dang mé rong sd luong camera khi can thiét (chi cAn mua thém ban
quyén két ndi).

g. Két ndi cac thiét bi luu trir ngoai (USB, NAS, DAS, SAN).

r. Co ho tro API Playback video thong qua giao thitc mo RTSP. C6 hd tro
chia sé két ndi camera cho phan mém tht 3 khic qua chuan mo Onvif profile S,
GM,T

s. Chia sé quyén truy cdp camera ciia Trung tim giam sat cap 2 (bao gom
hién thi truc tuyén, xem lai, trich xuét) cho bat ky tai khoan giam sat chung nao
ctia Trung tAm giam sat cap 1 cung cap.

t. Ban ghi hinh anh thong tin vi pham dam bao c¢6 cac thong tin tdi thiéu
quy dinh trong Bang 9.

8.2. Yéu cau ky thudt Phdan mém H¢ thong gidm sdt ciia Trung tam giam
sdt cdp 1

8.2.1. Giao dién, ngon ngit: Phan mém Hé théng giam sat sit dung ngdn
ngit tiéng Viét, cac chirc ning dé thao tac, sir dung cho ngudi dung.
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8.2.2. Churc nang

a. Lua chon hién thi tryc tuyén cac hinh anh tinh hinh trat tu an toan giao
thong tir cac camera quan sat ciia Trung tAm giam sat cap 2.

b. Tiép nhan, luu trir thong tin vi pham tir Trung tdm cap 2 chuyén vé.

c. Hién thi cac thong tin vi pham cua Trung tdm cip 2 bao gdm: Thoi gian
vi pham, dia diém vi pham, loai phuong tién vi pham, hinh anh va trich doan
video ghi nhén hanh vi vi pham, bién sb phuong tién vi pham (bao gdm mau
bién), hanh vi vi pham, don vi phat hién vi pham, dia diém xt 1y vi pham, trang
thai xur Iy (d3 14p bién ban, da ra quyét dinh xur phat, d3 ndp phat, di in thong bao
vi pham), s6 dién thoai don vi xir 1y vi pham.

d. Tim kiém thong tin vi pham theo nhiéu tiéu chi (bién s xe vi pham, thoi
gian vi pham, loai xe vi pham, dia diém vi pham).

d. Cap nhat phuong tién trong danh sach can dimg xe (khéng chap hanh
thong bao vi pham, khong chdp hanh quyét dinh xir phat, xe lién quan dén an
ninh trat ty, xe trong danh sach can ding xe tir tuyén khac) dé phuc vu cong tac
d4au tranh, phong chong t6i pham va dugc déng bo véi phan mém cua Trung tam
giam sat cap 2.

e. Theo doi lich sir vi pham cua phuong tién;

g. Cap nhat phuong tién hét nién han su dung hodc khong c6 trong hé
théng ding ky xe va duoc déng b voi phan mém cta Trung thm giam sét cap 2.

h. Quan 1y danh muyc: Hanh vi vi pham, vi tri lap dit camera, don vi su
dung Hé thdng giam sat va duoc dong bd voi phan mém caa Trung tdm giam sat
cap 2.

i. Theo dbi lich st di chuyén ctia mot phuong tién trén cac tuyén.

k. Bao cdo théng ké vi pham theo yéu ciu nguoi st dung.

. Quan 1y lich sir truy cép va thao tic ctia ngudi str dung trén Hé thong.

m. Can ctr kha ning két ndi giita Trung tAm giam sat cap 1 v6i co s¢ dir
lidu lién quan tai thoi diém trién khai Hé thong gidm sat, phan mém Hé thong
giam sat ciia Trung tAm giam sat cip 1 cung cip, bo sung thém dir liéu tir cac co
so dir liéu lién quan cho thong tin vi pham ctia Trung tAm giam sat cap 2.

8.3. CAC chirc ning phan mém bé sung theo yéu cdu ciia don vi qudn Iy

a. Co kha nang tiép nhan dir liéu hanh vi vi pham tir thiét bi giam sat deo
trén nguc, vai 4o hodc lép dat trén xe tuan tra giao thong dé chu dong tiép nhan,
truyén tai va xir Iy thong tin ngay tai hién truong dam bao chuin xac nhit ciing
nhu dam bao t6i da an toan cho can bo tuén tra, giam sat tai hi¢n truong.

b. C6 kha ning tiép nhéan cac dit liéu thong tin vi pham tir thiét bi giam sat
hanh trinh, camera gidm sét hanh trinh (dé phat hién cac hanh vi vi pham khéng
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that ddy an toan tai vi tri co trang bi day an toan khi xe dang chay, dung tay sir
dung dién thoai di dong khi dang diéu khién xe chay trén dudng, khong dong cira
1én xubng khi xe dang chay, diéu khién xe 6 t6 qua thdi gian quy dinh); tiép nhan

cac dit liéu thiét bi do ndng do con, thiét bi do téc d6 cam tay.

¢. Tich hop ban d6 s6 chuin qudc gia cho phép xac dinh vi tri lp dit thiét bi.
d. Tich hop H¢ théng canh bao tinh trang hoat dong cua thiét bi.

d. Tich hop céc tinh nang nhan dién va canh bao vé su ¢b, tai nan va un tic
giao thong.
e. Nhan di¢n khuén mat ngudi hodc phuong tién.

g. Tich hop cac cong nghé tri tu¢ nhan tao (Al) trong linh vuc nhan dang

va xir 1y hinh anh dé ty dong phat hién va khuyén cao cac hanh vi vi pham trat tu,

an toan giao thong duong bo.

h. Thong qua viéc két noi, chia sé dir liéu voi cac HE thong khac, phan

mém c6 kha ning gui thong tin vi pham dén cha phuong tién, ngudi diéu khién

phuong tién bang dir liéu dién tir (qua email, tin nhan dién thoai).
i. Két ndi cac thiét bi luu trir ngoai (USB, NAS, DAS, SAN).

Bang 9. Ban ghi hinh dnh théng tin vi pham

TT Thugc tinh Ghi chu
1 | Thoi gian vi pham T‘hoq. ‘gllan vi pharAn Thé hién nam/thang/ngay/
va gio : phat : gidy
C R Toa do, nat giao (néu co), km,quéc 10,tinh,
2 | bia diém vi pham Thanh phé
3 Thiét bi (Nguoi) phat hién | Tén thiét bi (va ngudi diéu khién thiét bi - néu
vi pham cd) phat hién vi pham
4 | Gi4 tri mirc d6 vi pham Gia tr} df) duoc trogg thuc té€ (vi du: Toc do
thuc té ctia phuong tién)
Gia tr1 gid1 han theo quy | Gia tr1 gidi han theo luat dinh (vi du: tbe do
S | . 2. .
dinh to1 da cho phép)
6 | Bién s6 xe vi pham Anh bién s6 xe va s xe
7 | Anh vi pham Rp nét, dap ung yéu cau chirng minh hanh vi
vi pham.
8 | Hanh vi vi pham Ha’nh vi vi pham ghi day du theo quy dinh
phap luat
9 Pon vi van hanh hé théng Ghi tén don vi quan ly van hanh H¢ thé)ng
giam sat giam sat
10 Video ghi nhan hanh vi vi | Ghi nhan hinh anh trudc, trong va sau cua
pham; ghi chu phuong tién vi pham.
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